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2003/11/06 






information or e-mail) 




12: 10 




2586 


digital adjl signature 


US PAT 


2003/11/06 










12:10 




89 


(set$4 near2 access level nearS (data or 


US PAT 


2003/11/06 






information or e-mail) ) same (digital 




12:40 






adjl signature) 
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276 


set or setting or sets) near4 (access near2 
level 


US PAT 


2003/11/06 
12:45 




7884 


e-mail or electronic ad j 1 recipient 


US PAT 


2003/11/06 
12:44 




1 


(set or setting or sets) near4 (access 
near2 level) same (e-mail or electronic 
adjl recipient) 


US PAT 


2003/11/06 
12:44 




10 


(set or setting or sets ) near4 (access 
near2 level) and (digital adjl signature 
and authenticat$4 ) 


US PAT 


2003/11/06 
12:51 


_ 


107580 


(message or data)near3 access$4 recipient 


US PAT 


2003/11/06 
12:52 


_ 


5894 


access near2 level 


US PAT 


2003/11/06 
12:53 


_ 


3224 


((message or data)near3 access$4 
recipient) and (access near2 level) 


US PAT 


2003/11/06 
12:53 


- 


2586 


digital adjl signature 


US PAT 


2003/11/06 
12:53 


— 


1564 


((message or data)near3 access$4 
recipient) and (digital adjl signature) 


US PAT 


2003/11/06 
12:53 




132 


((message or data)near3 access$4 
recipient) and (digital adjl signature) 
and (access near2 level) 


US PAT 


2003/11/06 
14:01 


- 


152 


filter$4 nearS (e-mail or electronic adjl 
mail) 


US PAT 


2003/11/06 
14:01 




248 


(verif$4 or check$4 ) near4 (digital adjl 
signature) same authentic$4 


US PAT 


2003/11/06 
14 :06 


_ 


9 


(filter$4 nearS (e-mail or electronic adjl 
mail)) and ( (verif$4 or 
check$4 ) near4 (digital adjl signature) 
same authentic$4 ) 


US PAT 


2003/11/06 
14:03 




754 


verif$4 or check$4 ) near4 (digital adjl 
signature 


US PAT 


2003/11/06 
14 :06 




18 


(filter$4 nearS (e-mail or electronic adjl 
mail)) and (verif$4 or 
check$4 ) near4 (digital adjl signature) 


US PAT 


2003/11/06 
14 :08 


_ 


19 


(electronic adjl mail or e-mail) same 
(access near2 level) 


US PAT 


2003/11/06 
14:22 


_ 


41 


(electronic adjl mail or e-mail or 
certificate) same (access near2 level) 


US PAT 


2003/11/06 
14:27 


— 


333 


(message) same (access near2 level) 


US PAT 


2003/11/06 
14:27 




4 


(message) same (access near2 level) same 
signature 


US PAT 


2003/11/06 
14 :27 


- 


18 


(message) same (access near2 level) and 
digital adjl signature 


US PAT 


2003/11/06 
14:31 




6449 


(firewall or f ilter$4 ) same (message or 
electronic adjl message or e-mail) 


US PAT 


2003/11/06 
14:33 




6 


(access near2 level) same ((firewall or 
f ilter$4) same (message or electronic adjl 
message or e-mail)) 


US PAT 


2003/11/06 
14:33 




1 


(authoriz$4 near2 level) same ( (firewall 
or f ilter$4 ) same (message or electronic 
adjl message or e-mail)) 


US PAT 


2003/11/06 
14:33 




25 


(firewall or f ilter$4 ) same (message or 
electronic adjl message or e-mail) same 
(digital adjl signature) 


US PAT 


2003/11/06 
14:39 


- 


6472 


incom$4 adj3 (message or e-mail or 
electronic adjl message) 


US PAT 


2003/11/06 
14 :39 




5894 


access near2 level 


US PAT 


2003/11/06 
14 :44 




234 


(incom$4 adj3 (message or e-mail or 
electronic adjl message)) and (access 
near2 level) 


US PAT 


2003/11/06 
14:40 




21 


digital adjl signature same (incom$4 adj3 
(message or e-mail or electronic adjl 
message) ) 


US PAT 


2003/11/06 
14:40 




320 


message adjl integrity 


US PAT 


2003/11/06 
14 :44 




23 


(access near2 level) and (message adjl 
integrity) 


US PAT 


2003/11/06 
14 :46 
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220 


file near2 access near4 level 


US PAT 


2003/11/06 
14:47 


_ 


2586 


digital ad j 1 signature 


US PAT 


2003/11/06 
14:47 


- 


22 


(file near2 access near4 level) and 
(digital ad j 1 signature) 


US PAT 


2003/11/06 
14:49 




50 


message near2 access near4 level 


US PAT 


2003/11/06 
14:56 




809548 


transmit$4 or send$4 or sent 

near6 (message or e-mail or electronic 

mail) near2 access near4 level 


US PAT 


2003/11/06 
14:57 




25 


(transmit$4 or send$4 or sent) 
near6 (message or e-mail or electronic 
mail) near2 access near4 level 


US PAT 


2003/11/06 
14:59 


_ 


987 


file near2 protect$4 


US PAT 


2003/11/06 
14:59 


_ 


11 


(file near2 protect$4) same access near2 
level 


US PAT 


2003/11/06 
15:02 


_ 


4533 


intend$3 near3 recipient 


US PAT 


2003/11/06 
15:03 


_ 


0 


(verif$4 or check$4 or validat$4 or 
authenticat$4 ) near4 acccess near3 level 


US PAT 


2003/11/06 
15:04 


_ 


0 


(verif$4 or check$4 or validat$4 or 
authenticat$4 ) same acccess near3 level 


US PAT 


2003/11/06 
15:04 


- 


0 


(verif$4 or check$4 or validat$4 or 
authenticat$4 ) same (acccess near3 level) 


US PAT 


2003/11/06 
15:04 


- 


419826 


verif$4 or check$4 or validat$4 or 
authenticate 4 


US PAT 


2003/11/06 
15:05 




610 


(verif$4 or check$4 or validat$4 or 
authenticat$4 ) same (access near2 level) 


US PAT 


2003/11/06 
15:06 




1 


(intend$3 near3 recipient) same ( (verif$4 
or check$4 or validat$4 or authenticat$4 ) 
same (access near2 level) ) 


US PAT 


2003/11/06 
15:05 




7902 


e-mail or electronic adjl mail ad j 1 
recipient 


US PAT 


2003/11/06 
15:06 


- 


126 


{ (verif $4 or check$4 or validat$4 or 
authenticat$4 ) same (access near2 level)) 
and (e-mail or electronic adjl mail adjl 
recipient) 


US PAT 


2003/11/06 
15:10 


— 


140 


program near2 access near3 level 


US PAT 


2003/11/06 
15:14 


_ 


600 


access$3 near2 e-mail 


US PAT 


2003/11/06 
15:18 




3 


signature same (access$3 near2 e-mail) 


US PAT 


2003/11/06 
15:15 


- 


20 


(authenticat$4 or verif$4) same (access$3 
near2 e-mail) 


US PAT 


2003/11/06 
15:16 


- 


882 


access$3 near2 (e-mail or electronic adjl 
mail) 


US PAT 


2003/11/06 
15:18 


- 


43 


(access$3 near2 (e-mail or electronic 
adjl mail)) and digital adjl signature 


US PAT 


2003/11/07 
06:44 


- 


19 


access near2 level same (e-mail or 
electronic adjl mail) 


US PAT 


2003/11/07 
06:47 




372 


restrict$4 same (e-mail or electronic 
adjl mail) 


US PAT 


2003/11/07 
06:47 




119 


restrict$4 same access same (e-mail or 
electronic adjl mail) 


US PAT 


2003/11/07 
07:30 


_ 


69 


signature same access same (e-mail or 
electronic adjl mail) 


US PAT 


2003/11/07 
07:43 


_ 


22 


signature same level same (e-mail or 
electronic adjl mail) 


US PAT 


2003/11/07 
07:45 


_ 


46 


access near2 right$2 same (e-mail or 
electronic adjl mail) 


US PAT 


2003/11/07 
07:58 




0 


access near2 right$2 same signtaure same 
(e-mail or electronic adjl mail) 


US PAT 


2003/11/07 
07:58 


- 


0 


access near2 level$2 same signtaure same 
(e-mail or electronic adjl mail) 


US PAT 


2003/11/07 
07:58 




0 


access near2 rights$2 same signature same 
(e-mail or electronic adjl mail) 


US PAT 


2003/11/07 
07:59 




0 


access same rights$2 same signature same 
(e-mail or electronic adjl mail) 


US PAT 


2003/11/07 
07:59 
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1 


access same right same signature same 
(e-mail or electronic ad j 1 mail) 


US PAT 


2003/11/07 
08:00 


_ 


69 


{e-mail or electronic ad j 1 mail) same 
signature same access 


US PAT 


2003/11/07 
08:38 


- 


46 


(e-mail or electronic adjl mail) same 
access near3 right 


US PAT 


2003/11/07 
08:34 




2508908 


plac$3 or input$4 or attach$4 


US PAT 


2003/11/07 
08:34 


— 


26 


((e-mail or electronic adjl mail) same 
access near3 right) same (plac$3 or 
input$4 or attach$4) 


US PAT 


2003/11/07 
08:38 


_ 


11702 


(e-mail or electronic adjl mail) 
sameaccess near2 level 


US PAT 


2003/11/07 
08:38 


- 


19 


(e-mail or electronic adjl mail) same 
access near2 level 


US PAT 


2003/11/07 
08:43 


- 


46 


(e-mail or electronic adjl mail) same 
access near2 right 


US PAT 


2003/11/07 
08:58 


- 


130 


(e-mail or electronic adjl mail) same 
digital adjl signature 


US PAT 


2003/11/07 
08:45 




45213 


access near2 control$4 or access adjl 
level 


US PAT 


2003/11/07 
08:46 




44 


((e-mail or electronic adjl mail) same 
digital adjl signature) and (access near2 
control$4 or access adjl level ) 


US PAT 


2003/11/07 
08:58 


- 


0 


(e-mail or electronic adjl mail) near3 
includ$4 near6 access adjl level 


US PAT 


2003/11/07 
10:22 


- 


0 


(e-mail or electronic adjl mail) near3 
includ$4 near6 authoriz$5 adjl level 


US PAT 


2003/11/07 
08:59 


- 


2 


(e-mail or electronic adjl mail) same 
includ$4 same authoriz$5 adjl level 


US PAT 


2003/11/07 
08:59 


- 


4 


(e-mail or electronic adjl mail) same 
includ$4 same access$5 adjl level 


US PAT 


2003/11/07 
09:02 


_ 


4 


(e-mail or electronic adjl mail) same 
includ$4 same security adjl level 


US PAT 


2003/11/07 
09:03 


_ 


1 


(digital adjl certificate) same (access 
adj2 level) 


US PAT 


2003/11/07 
09:18 




5 


(digital adjl certificate) same (access 
near2 level) 


US PAT 


2003/11/07 
09:19 


- 


2 


(digital adjl certificate) same 
(authoriz$4 near2 level) 


US PAT 


2003/11/07 
09:31 


- 


4 


(certificate) same (authoriz$4 near2 
level) 


US PAT 


2003/11/07 
09:32 


_ 


0 


(certificate) same (acess$4 near2 level) 


US PAT 


2003/11/07 
09:32 


- 


46 


(certificate) same (acCess$4 near2 level) 


US PAT 


2003/11/07 
09:36 


- 


93 


x.509 adjl certificate 


US PAT 


2003/11/07 
09:37 


- 


27 


x.509 adjl certificate same (access$4) 


US PAT 


2003/11/07 
09:41 


- 


1165 


message same digital adjl signature 


US PAT 


2003/11/07 
09:41 


- 


261 


message same digital adjl signature same 
access$4 


US PAT 


■2003/11/07 
09:41 


- 


1 


message same digital adjl signature same 
access$4 adjl level 


US PAT 


2003/11/07 
09:42 




261 


message same digital adjl signature same 
access$4 


US PAT 


2003/11/07 
10:04 


- 


79 


(permit$4 or prohibit$4) near4 (read or 
access$4 or open$4) same (message or 
e-mail or electronic adjl message) and 
digital adjl signature 


US PAT 


2003/11/07 
10:16 


- 


8 


(electronic adjl mail or e-mail) near2 
includ$4 nearS signature 


US PAT 


2003/11/07 
10:20 


- 


161 


(message) near2 includ$4 nearS signature 


US PAT 


2003/11/07 
10:20 


- 


1 


(message) near2 includ$4 nearS signature 
same filter$4 


US PAT 


2003/11/07 
10:20 




0 


(message) near2 includ$4 nearS signature 
same firewall 


US PAT 


2003/11/07 
10:21 




14 


(message) same includ$4 same signature 
same filter$4 


US PAT 


2003/11/07 
10:22 
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- 


130 


(e-mail or electronic adjl mail) same 
digital adjl signature 


US PAT 


2003/11/07 
10:22 




6 


(e-mail or electronic adjl mail) same 
digital adjl signature same filter$4 


US PAT 


2003/11/07 
10:22 




41 


(e-mail or electronic adjl mail) same 
digital adjl signature and access$4 near2 
control 


US PAT 


2003/11/07 
10:26 




11 


(e-mail or electronic adjl mail) same 
digital adjl signature and access adjl 
level 


US PAT 


2003/11/07 
10:27 




43 


(e-mail or electronic adjl mail) same 
digital adjl signature and access near2 
control$4 


US PAT 


2003/11/07 
10:30 


- 


130 


(e-mail or electronic adjl mail) same 
digital adjl signature 


US PAT 


2003/11/07 
10:30 


- 


52 


(e-mail or electronic adjl mail) same 
digital adjl signature and filter$4 


US PAT 


2003/11/07 
12:55 


- 


6 


signature near3 authentic$4 same 
prohibit$4 


US PAT 


2003/11/07 
12:58 


- 


9 


signature near3 prohibit$4 


US PAT 


2003/11/07 
12:58 




8 


signature near3 verif$4 same prohibit$4 


US PAT 


2003/11/07 
13:00 




6 


signature near3 authentic$4 same 
prohibit$4 


US PAT 


2003/11/07 
13:00 
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- 


43 


virus$3 near4 analysis same buffer 


US PAT 


2003/11/06 
08:06 


_ 


5 


virus$3 near4 analysis same buffer and 
signature 


US PAT 


2003/11/06 
08:09 


_ 


1 


virus$3 near4 analysis same discard$4 


US PAT 


2003/11/06 








08:09 


- 


2 


virus$3 near4 detect$4 same discard$4 
same signature 


US PAT 


2003/11/06 
08:12 




31 


virus$3 near4 detect$4 same transfer$4 
and signature 


US PAT 


2003/11/06 
08:34 


- 


34 


(verif$4 or check$4 ) near4 (digital ad j 1 
signature) same authentic? 4 same (open$4 
or run$4 or transfer$4) 


US PAT 


2003/11/06 
08:45 


_ 


0 


{verif$4 or check$4 ) near4 (digital ad j 1 
signature) same authentic$4 same buffer 


US PAT 


2003/11/06 
08:41 


_ 


8 


(verif$4 or check$4 ) near4 (digital adj 1 


US PAT 


2003/11/06 






signature) same authentic$4 same location 




08:42 


_ 


5 


(verif$4 or check$4 ) near4 (digital adj 1 
signature) same authentic$4 same virus$4 


US PAT 


2003/11/06 
08:44 


_ 


0 


(verif$4 or check$4 ) near4 (digital ad j 1 
signature) same authentic$4 same bin 


US PAT 


2003/11/06 
14:02 


_ 


1 


(verif$4 or check$4 ) near4 (digital ad j 1 
signature) same bin 


US PAT 


2003/11/06 
08:44 


- 


11 


{verif$4 or check$4 ) near4 (digital ad j 1 
signature) same authentic$4 and bin 


US PAT 


2003/11/06 
08:45 


_ 


1 


("6067410") .PN. 


US PAT 


2003/11/06 
10:16 


_ 


770 


access ad j 1 level 


US PAT 


2003/11/06 
10:25 




11702 


electronic ad j 1 mail or e-mail 


US PAT 


2003/11/06 
10:16 


_ 


6 


(access ad j 1 level) same (electronic ad j 1 
mail or e-mail) 


US PAT 


2003/11/06 
10:17 


- 


177 


(access ad j 1 level) and (electronic adjl 
mail or e-mail) 


US PAT 


2003/11/06 
10:21 


- 


1645 


digital adjl signature and authenticat$4 


US PAT 


2003/11/06 
10:18 




977 


digital adjl signature same authenticat$4 


US PAT 


2003/11/06 
10:18 




26 


(digital adjl signature same 
authenticat$4 ) and (access adjl level) 
and (electronic adjl mail or e-mail) 


US PAT 


2003/11/06 
10:18 




32 


((access adjl level) and (electronic adjl 
mail or e-mail)) and digital adjl 
signature 


US PAT 


2003/11/06 
10:21 




152 


(data or information or message) near3 
access adjl level 


US PAT 


2003/11/06 
10:26 




7 


(digital adjl signature and 
authenticat$4 ) and ((data or information 
or message) near3 access adjl level) 


US PAT 


2003/11/06 
10:27 


■ 


70 


transmit or send$4 or sent) near3 (digital 
adjl certificate 


US PAT 


2003/11/06 
10:29 




13 


(access adjl level) and (transmit or 
send$4 or sent) near3 (digital adjl 
certificate) 


US PAT 


2003/11/06 
10:28 




724 


transmit or send$4 or sent or receiv$4) 
near3 (certificate 


US PAT 


2003/11/06 
10:29 




24 


(access adjl level) and (transmit or 
send$4 or sent or receiv$4) 
near3 (certificate) 


US PAT 


2003/11/06 
10:31 




2397 


request$4 near3 access$4 same level 


US PAT 


2003/11/06 
11:02 




20 


(digital adjl signature same 
authenticat$4 ) and (request$4 near3 
access$4 same level) 


US PAT 


2003/11/06 
10:32 


- 


58 


digital adjl certificate and access adjl 
level 


US PAT 


2003/11/06 
11:06 




89 


digital adjl certificate and access near2 
level 


US PAT 


2003/11/06 
11: 11 




5 


digital adjl certificate same access 
near2 level 


US PAT 


2003/11/06 
11:53 
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5 


digital adjl certificate same authoriz$5 
near2 level 


US PAT 


2003/11/06 
11:55 


_ 


5 


digital adjl certificate same authori$5 
near2 level 


US PAT 


2003/11/06 
11:55 


— 


4 


access adjl level same signature 


US PAT 


2003/11/06 
11:56 


_ 


7 


access adjl level same (electronic adjl 
mail or e-mail) 


US PAT 


2003/11/06 
12:09 


- 


97265 


set$4 near2 access level nearS (data or 
information or e-mail) 


US PAT 


2003/11/06 
12:10 




2586 


digital adjl signature 


US PAT 


2003/11/06 
12:10 




89 


(set$4 near2 access level nearS (data or 
information or e-mail)) same (digital 
adjl signature) 


US PAT 


2003/11/06 
12:40 


- 


276 


set or setting or sets ) near4 (access near2 
level 


US PAT 


2003/11/06 
12:45 




7884 


e-mail or electronic adjl recipient 


US PAT 


2003/11/06 
12:44 




1 


(set or setting or sets) near4 (access 
near2 level) same (e-mail or electronic 
adjl recipient) 


US PAT 


2003/11/06 
12:44 




10 


(set or setting or sets) near4 (access 
near2 level) and (digital adjl signature 
and authenticat$4 ) 


US PAT 


2003/11/06 
12:51 


- 


107580 


(message or data)near3 access$4 recipient 


US PAT 


2003/11/06 
12:52 


- 


5894 


access near2 level 


US PAT 


2003/11/06 
12:53 


- 


3224 


{(message or data)near3 access$4 
recipient) and (access near2 level) 


US PAT 


2003/11/06 
12:53 


- 


2586 


digital adjl signature 


US PAT 


2003/11/06 
12:53 




1564 


((message or data)near3 access$4 
recipient) and (digital adjl signature) 


US PAT 


2003/11/06 
12:53 




132 


((message or data)near3 access$4 
recipient) and (digital adjl signature) 
and (access near2 level) 


US PAT 


2003/11/06 
14:01 


- 


152 


filter$4 nearS (e-mail or electronic adjl 
mail) 


US PAT 


2003/11/06 
14:01 




248 


(verif$4 or check$4 ) near4 (digital adjl 
signature) same authentic$4 


US PAT 


2003/11/06 
14:06 


- 


9 


(filter$4 nearS (e-mail or electronic adjl 
mail)) and ( (verif$4 or 
check$4 ) near4 (digital adjl signature) 
same authentic$4 ) 


US PAT 


2003/11/06 
14:03 




754 


verif$4 or check$4 ) near4 (digital adjl 
signature 


US PAT 


2003/11/06 
14:06 




18 


(filter$4 nearS (e-mail or electronic adjl 
mail)) and (verif$4 or 
check$4 ) near4 (digital adjl signature) 


US PAT 


2003/11/06 
14:08 


- 


19 


(electronic adjl mail or e-mail) same 
(access near2 level) 


US PAT 


2003/11/06 
14:22 


- 


41 


(electronic adjl mail or e-mail or 
certificate) same (access near2 level) 


US PAT 


2003/11/06 
14:27 


- 


333 


(message) same (access near2 level) 


US PAT 


2003/11/06 
14 :27 


- 


4 


(message) same (access near2 level) same 
signature 


US PAT 


2003/11/06 
14:27 


- 


18 


(message) same (access near2 level) and 
digital adjl signature 


US PAT 


2003/11/06 
14:31 




6449 


(firewall or f ilter$4 ) same (message or 
electronic adjl message or e-mail) 


US PAT 


2003/11/06 
14:33 




6 


(access near2 level) same ((firewall or 
f ilter$4 ) same (message or electronic adjl 
message or e-mail)) 


US PAT 


2003/11/06 
14:33 




1 


(authoriz$4 near2 level) same ( (firewall 
or f ilter$4) same (message or electronic 
adjl message or e-mail)) 


US PAT 


2003/11/06 
14:33 




25 


(firewall or f ilter$4 ) same (message or 
electronic adjl message or e-mail) same 
(digital adjl signature) 


US PAT 


2003/11/06 
14:39 
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6472 


incom$4 adj3 {message or e-mail or 
electronic ad j 1 message) 


US PAT 


2003/11/06 
14:39 




5894 


access near2 level 


US PAT 


2003/11/06 
14:44 




234 


(incom$4 adj3 (message or e-mail or 
electronic ad j 1 message)) and {access 
near2 level) 


US PAT 


2003/11/06 
14:40 


— 


21 


digital ad j 1 signature same (incom$4 adj3 
(message or e-mail or electronic ad j 1 
message) ) 


US PAT 


2003/11/06 
14:40 


_ 


320 


message adjl integrity 


US PAT 


2003/11/06 
14:44 


_ 


23 


{access near2 level) and (message adjl 
integrity) 


US PAT 


2003/11/06 
14:46 


_ 


220 


file near2 access near4 level 


US PAT 


2003/11/06 
14:47 




2586 


digital adjl signature 


US PAT 


2003/11/06 
14:47 


- 


22 


{file near2 access near4 level) and 
(digital adjl signature) 


US PAT 


2003/11/06 
14:49 




50 


message near2 access near4 level 


US PAT 


2003/11/06 
14:56 




809548 


transmit$4 or send$4 or sent 

near6 {message or e-mail or' electronic 

mail) near2 access near4 level 


US PAT 


2003/11/06 
14:57 


— 


25 


(transmit$4 or send$4 or sent) 
near6 (message or e-mail or electronic 
mail) near2 access near4 level 


US PAT 


2003/11/06 
14:59 


_ 


987 


file near2 protect$4 


US PAT 


2003/11/06 
14 :59 


_ 


11 


{file near2 protect$4) same access near2 
level 


US PAT 


2003/11/06 
15:02 


_ 


4533 


intend$3 near3 recipient 


US PAT 


2003/11/06 
15:03 


_ 


0 


(verif$4 or check$4 or validat$4 or 
authenticat$4 ) near4 acccess near3 level 


US PAT 


2003/11/06 
15:04 




0 


(verif$4 or check$4 or validat$4 or 
authenticat$4 ) same acccess near3 level 


US PAT 


2003/11/06 
15:04 


_ 


0 


(verif$4 or check$4 or validat$4 or 
authenticat$4 ) same (acccess near3 level) 


US PAT 


2003/11/06 
15:04 


- 


419826 


verif$4 or check$4 or validat$4 or 
authenticat$4 


US PAT 


2003/11/06 
15:05 


— 


610 


(verif$4 or check$4 or validat$4 or 
authenticat$4 ) same (access near2 level) 


US PAT 


2003/11/06 
15 : 06 




1 


(intend$3 near3 recipient) same ( (verif $4 
or check$4 or validat$4 or authenticat$4 ) 
same (access near2 level) ) 


US PAT 


2003/11/06 
15:05 




7902 


e-mail or electronic adjl mail adjl 
recipient 


US PAT 


2003/11/06 
15:06 




126 


{ (verif$4 or check$4 or validat$4 or 
authenticat$4 ) same (access near2 level)) 
and (e-mail or electronic adjl mail adjl 
recipient) 


US PAT 


2003/11/06 
15:10 


_ 


140 


program near2 access near3 level 


US PAT 


2003/11/06 
15:14 




600 


access$3 near2 e-mail 


US PAT 


2003/11/06 
15:18 


_ 


3 


signature same (access$3 near2 e-mail) 


US PAT 


2003/11/06 
15:15 


_ 


20 


(authenticate or verif$4) same (access$3 
near2 e-mail) 


US PAT 


2003/11/06 
15:16 


_ 


882 


access$3 near2 (e-mail or electronic adjl 
mail) 


US PAT 


2003/11/06 
15:18 




43 


(access$3 near2 (e-mail or electronic 
adjl mail)) and digital adjl signature 


US PAT 


2003/11/07 
06:44 


- 


19 


access near2 level same (e-mail or 
electronic adjl mail) 


US PAT 


2003/11/07 
06:47 




372 


restrict$4 same (e-mail or electronic 
adjl mail) 


US PAT 


2003/11/07 
06:47 




119 


restrict$4 same access same (e-mail or 
electronic adjl mail) 


US PAT 


2003/11/07 
07:30 



Search History 1 



1/12/03 6:39:02 AM Page 4 





69 


signature same access same (e-mail or 
electronic adjl mail) 


US PAT 


2003/11/07 
07:43 




22 


signature same level same (e-mail or 
electronic adjl mail) 


US PAT 


2003/11/07 
07:45 


_ 


46 


access near2 right$2 same (e-mail or 
electronic adjl mail) 


US PAT 


2003/11/07 
07:58 


_ 


0 


access near2 right$2 same signtaure same 
(e-mail or electronic adjl mail) 


US PAT 


2003/11/07 
07:58 


_ 


0 


access near2 level$2 same signtaure same 
(e-mail or electronic adjl mail) 


US PAT 


2003/11/07 
07:58 




0 


access near2 rights$2 same signature same 
(e-mail or electronic adjl mail) 


US PAT 


2003/11/07 
07:59 


_ 


0 


access same rights$2 same signature same 
(e-mail or electronic adjl mail) 


US PAT 


2003/11/07 
07:59 


_ 


1 


access same right same signature same 
(e-mail or electronic adjl mail) 


US PAT 


2003/11/07 
08:00 


_ 


69 


(e-mail or electronic adjl mail) same 
signature same access 


US PAT 


2003/11/07 
08:38 


- 


46 


(e-mail or electronic adjl mail) same 
access near3 right 


US PAT 


2003/11/07 
08:34 


— 


2508908 


plac$3 or input$4 or attach$4 


US PAT 


2003/11/07 
08:34 


— 


26 


((e-mail or electronic adjl mail) same 
access near3 right) same (plac$3 or 
input$4 or attach$4) 


US PAT 


2003/11/07 
08:38 


_ 


11702 


(e-mail or electronic adjl mail) 
sameaccess near2 level 


US PAT 


2003/11/07 
08:38 


_ 


19 


(e-mail or electronic adjl mail) same 
access near2 level 


US PAT 


2003/11/07 
08:43 


_ 


46 


(e-mail or electronic adjl mail) same 
access near2 right 


US PAT 


2003/11/07 
08:58 


- 


130 


(e-mail or electronic adjl mail) same 
digital adjl signature 


US PAT 


2003/11/07 
08:45 


— 


45213 


access near2 control$4 or access adjl 
level 


US PAT 


2003/11/12 
06:38 




44 


((e-mail or electronic adjl mail) same 
digital adjl signature) and (access near2 
control$4 or access adjl level ) 


US PAT 


2003/11/07 
08 :58 


_ 


0 


(e-mail or electronic adjl mail) near3 
includ$4 near6 access adjl level 


US PAT 


2003/11/07 
10:22 


_ 


0 


(e-mail or electronic adjl mail) near3 
includ$4 near6 authoriz$5 adjl level 


US PAT 


2003/11/07 
08:59 


_ 


2 


(e-mail or electronic adjl mail) same 
includ$4 same authoriz$5 adjl level 


US PAT 


2003/11/07 
08:59 


_ 


4 


(e-mail or electronic adjl mail) same 
includ$4 same access$5 adjl level 


US PAT 


2003/11/07 
09:02 


_ 


4 


(e-mail or electronic adjl mail) same 
includ$4 same security adjl level 


US PAT 


2003/11/07 
09:03 


_ 


1 


(digital adjl certificate) same (access 
adj2 level) 


US PAT 


2003/11/07 
09:18 


_ 


5 


(digital adjl certificate) same (access 
near2 level) 


US PAT 


2003/11/07 
09:19 


_ 


2 


(digital adjl certificate) same 
(authoriz$4 near2 level) 


US PAT 


2003/11/07 
09:31 


_ 


4 


(certificate) same (authoriz$4 near2 
level) 


US PAT 


2003/11/07 
09:32 


_ 


0 


(certificate), same (acess$4 near2 level) 


US PAT 


2003/11/07 
09:32 


_ 


46 


(certificate) same (acCess$4 near2 level) 


US PAT 


2003/11/12 
06:38 


_ 


93 


x.509 adjl certificate 


US PAT 


2003/11/07 
09:37 


_ 


27 


x.509 adjl certificate same (access$4) 


US PAT 


2003/11/07 
09:41 




1165 


message same digital adjl signature 


US PAT 


2003/11/07 
09:41 


- 


261 


message same digital adjl signature same 
access$4 


US PAT 


2003/11/07 
09:41 




1 


message same digital adjl signature same 
access$4 adjl level 


US PAT 


2003/11/07 
09:42 




261 


message same digital adjl signature same 
access$4 


US PAT 


2003/11/12 
06:37 
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79 


(permit$4 or prohibit$4) near4 (read or 
access$4 or open$4) same (message or 
e-mail or electronic adj 1 message) and 
digital ad j 1 signature 


US PAT 


2003/11/07 
10:16 


- 


8 


(electronic ad j 1 mail or e-mail) near2 
includ$4 nearS signature 


US PAT 


2003/11/07 
10:20 


- 


161 


(message) near2 includ$4 nearS signature 


US PAT 


2003/11/07 
10:20 


- 


1 


(message) near2 includ$4 nearS signature 
same filter$4 


US PAT 


2003/11/07 
10:20 


- 


0 


(message) near2 includ$4 nearS signature 
same firewall 


US PAT 


2003/11/07 
10:21 


- 


14 


(message) same includ$4 same signature 
same filter$4 


US PAT 


2003/11/07 
10:22 


- 


130 


(e-mail or electronic ad j 1 mail) same 
digital ad j 1 signature 


US PAT 


2003/11/07 
10:22 




6 


(e-mail or electronic ad j 1 mail) same 
digital ad j 1 signature same filter$4 


US PAT 


2003/11/07 
10:22 




41 


(e-mail or electronic ad j 1 mail) same 
digital adj 1 signature and access$4 near2 
control 


US PAT 


2003/11/07 
10:26 




11 


(e-mail or electronic ad j 1 mail) same 
digital adjl signature and access ad j 1 
level 


US PAT 


2003/11/07 
10:27 




43 


(e-mail or electronic adjl mail) same 
digital adjl signature and access near2 
control$4 


US PAT 


2003/11/07 
10:30 


- 


130 


(e-mail or electronic adjl mail) same 
digital adjl signature 


US PAT 


2003/11/07 
10:30 


- 


52 


(e-mail or electronic adjl mail) same 
digital adjl signature and filter$4 


US PAT 


2003/11/07 
12:55 


- 


6 


signature near3 authentic$4 same 
prohibit$4 


US PAT 


2003/11/07 
12:58 


- 


9 


signature near3 prohibit$4 


US PAT 


2003/11/07 
12:58 




8 


signature near3 verif$4 same prohibit$4 


US PAT 


2003/11/07 
13:00 




6 


signature near3 authentic$4 same 
prohibit$4 


US PAT 


2003/11/07 
13:00 
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The "AMD" operator is unnecessary - we include all search terms by default. 
[details] 

\Afeb ■ Images • Groups -Directory- News ■ 

Searched the web for message filter and digites! signature. Results 1-10 of about 81,400. Search Look 0.28 se< 



Electronic Signatures - Valicert Digital Signature Solutions Sponsored Link 

www.vaiicert.com Security, automation, integration, open standards 

Computer Associates DIGITAL SIGNATURES - Unparalleled Firewall Protection Sponsored 
ca.com Customize Security to Your Policies - Manage Multiple Firewalls - Learn More Link 



ZDNet UK - News - Spammers try fooling filters with digital ... 
... Digital signatures are used in email to attest to the ... like a PGP signature in 
the 

message," Theo Van ... The company's own email filter software, Spam Killer, 
is ... 

news.zdnet.co.uk/internet'0,39020369,391 1 7Q8CX00.htm - 40k ■■ Cached - Similar 
pages 

dlglM.signM 

... If the hashes match, the received message is valid. Also see hashing and 
Digital 

Signature Standard. ... Need a MS Exchange Spam Filter?? Spam sucks. ... 

searchsecurity.techtarget.com/sDefinition/ Q ;i sid14_gci21 1953,00.html -■ 35k 

Cached - Similar pages 

Re: unparsed entities from John Boyer on 1999-04-09 (w3c-xml- 
sig ... 

...jboyer@uwi.com — Original Message — From: Richard D ... It seems that 
the signature 

filter idea could ... what the XML Digital >Signature Proposal recognizes as a ... 

lists.w3.org/Archives/Public/w3c»xml--sig»v/a/ 1999Apr/0046.html • 12k ■■ Cached - 
Similar pages 

Fwd: Announcement: XML-S i gnature XPath Filter 2.0 is a 
W3C ■„ 

... smile/> — Forwarded Message — W3C is ... XML-Signature XPath 
Filter 

2.0 W3C Recommendation ... for representing the resulting digital 
signatures in ... 

lists.w3.org/Archives/Pubiic/w3c-ietf-xmldsig/ 20Q2QctDec/0027.himl - 12k 

* Cached - SiniHar.payes 

[ More lesuits. from . lists iW.3 .org ] 
News: E-mail filters not fooled by signed spam 

... Digital signatures are used in e-mail to attest to ... looked like a PGP signature in 
the message," Theo Van ... The company's own e-mail filter software, Spam Killer ... 

2dnet.com.com/21 00-1 1 04J2-5089977.html - 50k - Cached - Similar pages 

Neowin.net - Where unprofessional journalism looks better - E- ... 
... lazy in that it didn't verify the digital ID before allowing the message through 
- and ... they simply abandoned a perfectly legitimate way to filter Spam. ... 
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SecretAqent 

Premier cte&stfcp security section 
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www.infoseccorp.com 
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Register Now for COMDEX 2003 

www.COMDEX.com 
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Sicn & protect business documents 
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'[message filter and digital signatuj 



The "AND" operator is unnecessary - we include all search terms by default. 
[details] 

■ Images • Groups -Directory- News ■ 

Searched the web for message fitter and digrta! signature. Results 11-20 of about 61,400. Search took 0.14 s< 



Electronic Signatures - Valicert Digital Signature Solutions 
www.valicert.com Security, automation, integration, open standards 



Sponsored Link 



Re: S/MIME and MhOnarc 

... For digital signature : When digital signature is verified ... The filter can 
return 

a more appropriate link. > Encryption : Sympa store encrypted message in a ... 

www.mhonarc.org/archive/html/mhonafc-users/ 2000-09/msg00014.htm! - 11k - 

.QMbM - Simjjar fijgges 

SurfControl - Products - SurfControl E-mail Filter - Increase ... 

... Agent used in conjunction with SurfControl E-mail Filter provides complete ... 

Anti-Spam 

Agent's unique digital signature filtering ensures accuracy and efficiency ... 

www.surfcontrol.com/products/email/ • 30k ^Cached - Sjmjjar pages 

Digital Signature Standard - a searchSecuritv definition - see ... 
... to create the digital signature that is sent with the message. ... provides Best 
Web Links 

to information about digital signatures ... Need a MS Exchange Spam Filter?? ... 

searchsecurily.tectitarget.com/sDennition/ 0„sid14_gci526300,00.htm! - 35k - 

Cached - $ami)ar.P^S^>> 

[ MSIS J.§SU!ts.MD5 ] 
[EXIM] save /dev/null 

... Previous message: [EXIM] Adding Disclaimer (Breaks digital signature); Next 
message ... started 

to make a real simple filter, that will send the message to /dev ... 

wvAV.exim.org/pipermaii/exim-users/ Week-of-Mon -1 9990301/01 1468.html 3k - 

Cacjxed - Sjmna£.pa&es 



Sponsored Links 
SecretAaent 

Premier desktop security solution 
•or Windows, Mac OS X and UNIX. 

wvAv.infoseccorp.com 

ii'it.Q re Sit: ssaassa^sass:*: 



Digital Signature Issues 

itevnetes. Classes. Exhibits. Evoms 
Register Now for COMDEX 2003 

wvAv.COMDEX.com 



Digital Signatures 

Sign & protect, busin&ss cfocumsm? 
PDrft, MS Ofikw, HTML, Loti;* Noiss 

wvAV.valyd.com 



Digital Signatures 

Free goners guktes,. f;»pere> 
demos, trials, products, ste 

http://www.articsoft.com 



Filter 

DV'D:j, CD:>. ticKsts.. and mora. 
W: d c Sfl Ut often A v 3 i f 3 b ie [a ff ] 

www.ebay.com 



SurfControl - Products - SurfControl E-mail Filter - Anti-Spam ■„ 
... click configuration, the Anti-Spam Agent's unique digital signature filtering 
ensures ... Special 

Feature: Anti-Spam Management with SurfControl E-mail Filter. ... 

www.surfcontrol.al/products/content/ internet_databases/antispam/ -• 42k Nov 10 ; 2003 * Cached - Sj.mHar.pagjes 

How Digital Signatures Work: Digitally Signing Messages 

... Often, the obtained digital signature is attached to the message in a special format 

to be verified later if it is necessary. Verifying Digital Signatures. ... 

www.developer.com/java/ent/article.php/3092771 - 48k - Nov 10, 2003 - Cached - Simijar i?aae& 

Windows Logo Program: Digital Signature Benefits for Windows ... 
... it does not involve adding a digital signature from Microsoft to ... A file that causes 
this message to be displayed ... Anti-virus file system filter, Medium changers. ... 

https://winqual.microsoft.com/help/use_help/ digisignaturebenefitsjielp.asp - 32k - Cached - Similar pages 
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[Evolution] apply filters to all new messages? 

... There's only a 'apply filter to new msgs in ... this email is protected by a digital 
signature: http://fortytwo ... This is a digitally signed message part BEGIN ... 

lists.ximian.com/archives/publtc/evoiution/ 2003-January/02461 9.html - 4k - Cached - Similar pages 

Digital Signature Benefits for Windows Users - Windows Logo ... 

... files (kernel-mode file-system filter drivers used ... computer, regardless of whether 

they have a digital signature. ... Warn to display a warning message whenever an ... 

www.microsoft.com^indows2000/professional/howtobuy/ upgrading/redir-signaturebenefits.asp - 29k - Cached - 
SjMterp.aaes 

[pdf] 1892 eCourier wp us 

File Format: PDF/Adobe Acrobat - View as HTML 

... from" e-mail address, and the digital signature icon ... they can trust the authenticity 
and contents of the message. ... and the Internet, acting as a filter for all ... 

wvAv.aciworldv/ide.conv'pdfs/aci_trends_edd9.pdf '\Sijjrajarpages 
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§ [message filter and digital signatui | -:| 



0- The "AND" operator is unnecessary - we include ail search terms by default. 

(details] 

Web • Images • Groups - Directory- News ■ 

Searched the web for message filter and digital signature. Results 21 - 30 of about 61,400. Search took 0,17 s= 



Electronic Signatures - Valicert Digital Signature Solutions 
www.valicert.com Security, automation, integration, open standards 



Sponsored Link 



[ppt] Product Technology 

File Format: Microsoft Powerpoint 97 - View as HTML 

... SOAP Body. Digital Signature. Sign all outgoing messages. ... Inject SAML 
within SOAP 

Request. Authentication of WSC (Message Level). ... Secure auditing. Firewall 
filter. ... 

xml.gov/presentations/hardwaresecurity/framework.ppt - MtDi!§LESSs-?§. 
cam ram 

... basis using proof of work and digital signature techniques. ... to allow 
intermediate 

machines to filter spam ... an electronic postage stamp when sending the 
message. ... 

www.camram.org/camramjntro.html -11k- Cached - Srni!.?.r..B§a©§. 

[Evolution] Spam Filter -- 1 need volunteers 

... Filter - I need volunteers; Next message: [Evolution] Spam ... The filter 

makes use of 

labels, so you ... email is protected by a digital signature: http://fortytwo.ch ... 

lists,ximian.com/archives/public/evolution/ 2003-January/G251 75.html - 5k - 

Cached - SjmHar .pa.aes 

[ More .results .from jjsts : xhTija^.,com ] 

CipherTrust - Anti-Spam Filter for Exchange Server, Groupwise „. 
... scanning, content filtering, encryption and digital signature policies to ... Users 
can 

also filter messages based on priority, send date, message size, senders ... 
www.cipheftrusl.com/technoiogy_and_services/ poiicy_enforcement - 44k - 

filled - S|mi|ar pages 



Inbox Doctor - Get Rid of Junk Email Today! 
... With the exception of your personal filter, which can ... What is "Digital Signature Technology , 
InboxDoctor™ 

analyzes each incoming email message by sampling and ... 

www.protectyouremail.com/faq.htm - 20k - Cached - Sjr?)jjar.p.ages 

[pdf] PDF Public-Kev Digital Signature and Encryption Specification 
File Format: PDF/Adobe Acrobat - View as HTML 

... The message digest algorithm is also defined as an encoded attribute in ... Filter name 
(Required) Language independent name of the digital signature handler. ... 

partners.adobe.com/asn/developer/ pdfs/tn/ppk_pdfspec.pdi : - Si mi jar pages 

Dig ital Sig nature St andard - Software. Hardware, and Services ... 

... solution for implementing public-key, digital signature security into e ... the flagship 
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for Windows, Mac OS X and UNIX. 

www.infoseccorp.com 



Digital Signature Issues 
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101k- Cached. - Sjmi Jar. 

ABCNEWS.com : New Ways to Can Spam E-mail 

... The program breaks down each message into digital ... traditional filtering methods, since 
the digital signature files are ... help them fight back and filter it easily ... 
Description; New spam filter uses peer-to-peer networking tricks. 

Category: Compute^ 

abcnews.go.com/sections/scitech/baiiyNews/ spamfilters620619.html * 48k - Nov 10, 2003 - Cached - Similar 
pages 

Pretty Good PGP Reference Card 

... secret key, encrypts it for userlD, makes the result ASCII, and erases the original 
message. Encryption and Digital Signature Options. ... f, Filter: Reads files ... 

www.geocities.com/Athens/1802/pgpcard.html - 30k - Cached - SI rn|ja it; .pages 

Alex's Tiki 

... can be matched against original message to verify ... destination filtering - Stateful 
Packet Filter - takes TCP ... private key -> digital signature - 3. Sender ... 

apinkin.net/tjki»index.php?page s: Security - 31 k » Cached - Sjmjjarpa3.es 
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The "AND" operator is unnecessary - we include ali search terms by default. 
[details] 

W&b • Images - Groups - Directory- News * 

Searched the web for message fitter and digital signature. Results 31 - 40 of about 61,400. Search look 0.23 ss 

Electronic Signatures - Valicert Digital Signature Solutions Sponsored Link 

www.valicert.com Security, automation, integration, open standards 

Manage Security and Privacy with Office 2003 Editions 
... The digital signature validates that all Office 2003 Editions files come ... 
Outlook 

2003 also automatically disables message scripts in HTMI Junk E-Mail Filter. 

www.microsoft,com/office/editions/prodinfo/ technologies/security. mspx - 28k - 
Cached - SjM!§I.&&ft§§ 
[ MoreiesAlMIro ] 



Devices typically filter (inspect) the source and destination ... 

... Routers monitor, direct, and filter information that passes between these ... The 

message 

digest can then be input to the Digital Signature Algorithm (DSA ... 

www.phant0m-looknstop.com/phant0m/definitions-3.htm -11k- Cached - Similar 
pages 

Certificates. Digital Signatures, Cryptography, and E-Commerce 
... color, even if one of the filter colors is ... on the Web, and probably receives a 
message 

from her ... of CAs; other states have digital signature legislation that ... 

www.garykessler.net/library/certificates.htmi - 30k - Cached - Si mlja r .pa^es 

[ppt] Securing Web Services Using Microsoft WSE 

Fiie Format: Microsoft Powerpoint 97 - View as HTML 

... ww w. Port Sight . com. Security Features in WSE. Digital signature of a 

SOAP message. ... Encryption 

of a SOAP message. ... Built-in filters: Trace Filter (diagnostics). ... 
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